AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§236.1

AUTHORITY: 10 U.S.C. 2224; 44 U.S.C. 3506; 44
U.S.C. 3544.
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§236.1 Purpose.

Cyber threats to DIB unclassified in-
formation systems represent an unac-
ceptable risk of compromise of DoD in-
formation and pose an imminent threat
to U.S. national security and economic
security interests. DoD’s voluntary
DIB CS/TA program enhances and sup-
plements DIB participants’ capabilities
to safeguard DoD information that re-
sides on, or transits, DIB unclassified
information systems.

§236.2 Definitions.

As used in this part:

(a) Attribution information means in-
formation that identifies the DIB par-
ticipant, whether directly or indi-
rectly, by the grouping of information
that can be traced back to the DIB par-
ticipant (e.g., program description, fa-
cility locations).

(b) Compromise means disclosure of
information to unauthorized persons or
a violation of the security policy of a
system in which unauthorized inten-
tional, or unintentional, disclosure,
modification, destruction, loss of an
object, or the copying of information
to unauthorized media may have oc-
curred.

(c) Covered defense information means
unclassified information that:

(1) Is:

(i) Provided by or on behalf of the
DoD to the DIB participant in connec-
tion with an official DoD activity; or

(ii) Collected, developed, received,
transmitted, used, or stored by the DIB
participant in support of an official
DoD activity; and

(2) Is:

(i) Technical information marked for
restricted distribution in accordance
with DoD Directive 5230.25, ‘With-
holding of Unclassified Technical Data
From Public Disclosure,” or DoD Di-
rective 5230.24, ‘‘Distribution State-
ments on Technical Documents’’;

(ii) Information subject to export
control under the International Traffic
in Arms Regulations (ITAR) (http:/
pmddtc.state.gov/regulations laws/
itar official.html), or the Export Ad-
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ministration Regulations (EAR) (http:/
ecfr.gpoaccess.gov, Title 15, part 730);

(iii) Information designated as Crit-
ical Program Information (CPI) in ac-
cordance with DoD Instruction 5200.39,
“Critical Program Information (CPI)
Protection within the Department of
Defense’’;

(iv) Information that hostile intel-
ligence systems might obtain that
could be interpreted or pieced together
to derive critical intelligence in time
to be useful to adversaries as described
in 5205.02-M, ‘“‘DoD Operations Security
(OPSEC Program Manual’’;

(v) Personally Identifiable Informa-
tion (PII) that can be used to distin-
guish or trace an individual’s identity
in accordance with DoD Directive
5400.11, ““DoD Privacy Program’’;

(vi) Information bearing current and
prior designations indicating unclassi-
fied controlled information (e.g., For
Official Use Only, Sensitive But Un-
classified, and Limited Official Use,
DoD Unclassfied Controlled Nuclear In-
formation, Sensitive Information) that
has not been cleared for public release
in accordance with DoD Directive
5230.29, ‘‘Clearance of DoD Information
for Public Release’ (see also Appendix
3 of DoD 5200.1-R, ‘‘Information Secu-
rity Program Regulation”); or

(vii) Any other information that is
exempt from mandatory public disclo-
sure under DoD Directive 5400.07, ‘““DoD
Freedom of Information Act (FOIA)
Program’, and DoD Regulation 5400.7-
R, “DoD Freedom of Information Pro-
gram’’.

(d) Covered DIB systems means an in-
formation system that is owned or op-
erated by or for a DIB participant and
that processes, stores, or transmits
covered defense information.

(e) Cyber incident means actions
taken through the use of computer net-
works that result in an actual or po-
tentially adverse effect on an informa-
tion system and/or the information re-
siding therein.

(f) Cyber intrusion damage assessment
means a managed, coordinated process
to determine the effect on defense pro-
grams, defense scientific and research
projects, or defense warfighting capa-
bilities resulting from compromise of a
DIB participant’s unclassified com-
puter system or network.
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